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T
he growing reliance of many reg-

ulated fi rms on outsourced ser-

vice providers (“OSPS”) has led to 

European Regulators placing an 

increased focus on this area. While 

the majority of captive (re)insurers might 

be classifi ed as lower risk, they must nev-

ertheless ensure that supervisory demands 

regarding outsourcing are being fulfi lled.

Several recent publications have out-

lined regulators’ expectations and rec-

ommended good practices regarding 

outsourcing, with a particular focus on 

governance, risk management and busi-

ness continuity management. Captive (re)

insurers should therefore ensure that they 

are meeting their obligations with respect 

to outsourcing and that they will be able to 

demonstrate this in the event of an onsite 

inspection or wider thematic review. 

Evidently regulators will expect that (re)

insurance undertakings make improve-

ments in the way that they manage their 

outsourced activities. Captive (re)insurers 

would therefore do well to perform a health 

check as to the degree of management ac-

tivities currently performed to establish 

whether they befi t the scale and complexity 

of the key activities that they outsource. 

Governance is an extremely important 

function, in that the board must be aware 

of the size and nature of the company’s out-

sourced activities (including intragroup) as 

well as the associated risks. The ultimate 

responsibility for the management and 

control of outsourcing risks rests with the 

board and senior management.  Key areas 

for consideration include:

•  Outsourcing Strategy & Policy, which 

should refl ect the scale and nature of 

current and prospective outsourcing ar-

rangements (including the outsourcing of 

any PCF/CF function).

•  Those tasked with monitoring OSPs/man-

aging associated risks possess the requi-

site skills and knowledge – who currently 

performs this role and how/to whom are 

reports provided?

•  Contractual arrangements contain all nec-

essary clauses and are supported by robust 

SLAs (including key performance indica-

tors and appropriate penalties in the case 

of failure to meet expected service levels).

Captives must also be able to demonstrate a 

comprehensive awareness and understand-

ing of their obligations regarding outsourc-

ing risk oversight and control. The second 

line of defence must be involved and receive 

adequate information that allows them to 

manage the associated risks in an appropri-

ate manner. Areas of focus include:

•  Ensure that a comprehensive initial out-

sourcing risk assessment is performed 

and documented, and periodic reviews/

updates are made.

• Performance and documentation of due 

diligence (initial and ongoing).

•  Review and classifi cation of critical and 

non-critical outsourced functions and 

creation of a register to track and monitor 

same. Typical critical outsourced services 

for captives would include key activities 

performed by the captive manager (fi -

nancial and regulatory reporting, SCR 

and ORSA preparation etc.), claims han-

dlers and PCFs such as the HoAF.

•  Adequate resources allocated for the mon-

itoring and management of outsourced ac-

tivities and captives should also ensure that 

suitable skills and knowledge are retained 

in-house to allow for suffi cient oversight of 

OSPs (responsibilities in this regard should 

be assigned and documented). 

Business Continuity Management (“BCM”) is 

an equally important area as captive (re)in-

surers must be able to demonstrate that they 

have robust arrangements in place to manage 

this risk. This will include the BCM of OSPs in-

sofar as they will impact on the ability of the 

company to ensure continuity of services. 

Consequently, it is critical that business con-

tinuity testing is periodically carried out and 

any defi ciencies identifi ed are addressed. 

Contingency planning and exit strategies 

should also form part of business continuity 

activities and documentation.

Additional focus should also be placed on 

evolving areas, such as changes to the busi-

ness profi le and the impact of new regula-

tions such as GDPR (OSPs handling sensitive 

customer, business or employee data). Com-

panies must also assess whether they are sub-

ject to an increased concentration risk owing 

to limited numbers of OSPs engaged or their 

geographical location. Risk registers and 

ORSA planning should also incorporate these 

evolving trends and risks. 

It is clear that outsourcing risk will remain 

a key focus for regulators and that captives 

must therefore ensure that appropriate 

measures have been made to provide assur-

ance that key outsourcing management ar-

eas such governance, risk management and 

business continuity management processes 

are fi t for purpose and will stand up to any 

regulatory reviews in this regard. 
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